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(ML. Campbell called the meeting to order. 

HR. CROSKEHT: X have a number of revisions, but I don't have them on paper o 

Yda can read them off. We are typing them up. Zt means adding CCK5EC in a 
few places. Z hoped to have ours out so that you could all see them 0 

001. CAMPBELL: We have a series of questions from PROD which can be added 
after we make our determination on these things, because the determination 
of these things might answer some of PROD'S questions. PROD has cone up with 
a series of questions which are common everyday questions. Z think we can 
answer them quite readily with this after we have gone through the other 
material. 

Shall we proceed? Hr. Friedman isn't in yet. 

As you know, we had contracts with IBM for computers during the war. 

DR. SINKOV: X wasn't here during the war. 

NR. CALLIMAHOS: That is far equipment over in Capt. Goodwin's shop which 
was specially developed. Now the contracts on those are unclassified, on 
the IBM equipment. 

DR. SINKOV : If Z understand correctly, these equipments were developed and 

later on IBM standardized on them and put them into commercial items. Same 
of the joint research which we were doing with IBM has actually been used 
by IBM to improve its own product. There are some of the items in BO which 
were specially built out of IBM components and which have no use anywhere 
outside the Agency. 

I don't think you could make any general statement to cover all these special 
items. 

COL. CAMPBELL: The contracts now are unclassified. Some of the old contracts 
went back to 1946, 1947*1943, and 1949. They want to downgrade them to un- 
classified. The present contract ia unclassified. 

DR. SINKOV : We would have to examine cases like those on their merits in- 
dividually and make a decision on each one. I don't think I could make any 
general decision. I would, attempt to say that a great majority of those 
items have no requirement for classification. 

COL. CAMPBELL: They don't currently. The present contracts for the sans 
equipment now are unclassified. 

DR. SINKOV: There is no reason for failing to declassify the old contracts? 
COL. CAMPBELL: No. 
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R% SINKOV i Why worry At all about the old contracts? 

COL. CAMPBELL* The firm still has the old contracts. They have to treat 
them as classified. IBM wants to knock them out. 

DR. SINKCAT* X think I£M has corse down on numerous occasions. They are very 
oarefbl to adhere to all the requirements of classification that are put 
upon them. They are realistic enough to realise that on certain occasions 
some of these things need re-examlnatlon. 

00L. CAMPBELL* The contracts are the old contracts for equipment that are 
now unclassified. Their status is unclassified. They are for the same 
equipments that were classified back in 1946 ,1947, 1948, or 1949. There 
should be no objection to our declassifying those old contracts at this 
tins. 

OR. SXNKOVt It would be a very strange kind of objection. X don't see how 
such a thing could happen. I quite agree with you. 

CO L. CAMPBELL* In that case X don't see why the Panel wants to go through 
these papers. If there is any definite proof that these contracts are for 
the identical same equipments that are now unclassified and are negotiated 
for on an unclassified basis , there is no reason why the old contracts 
Should not be deolassifled at this time. 

DTI. SXNKC7* X oertainly agree with that. 

MS. REYNOLDS t We should get back to the definitions in Executive Order 10501. 
Occasionally there are conflicts With the definitions as set forth therein. 

COL. CAMPBELL* What Dr. Sinkov wants to make certain of is that over that 
period of years there isn't something in there which is not now in the new 
contract, where a piece of the equipment referred to is still classified. 

Xt might have been taken out of that setup and the machine modified and the 
bid piece of gear might still be highly classified. 

DR. SINKOV : Even though we can demonstrate that it would still in the true 
sense of the word be an bid contract, it might include some information which 
caused its classification the first time. If that has been omitted, it might 
result in a difference, but X am sure this kind of examination could very 
likely be made to determine whether the present contract and the past con- 
tract have any essential differences. Questions have been raised by IBM 
itself. 

COL. CAMPBELL* These were for electronic components and machine services. 

The fact that we were even in the business or even used that type of equip* 
ment was not to be known. Now we are using it and everyone knows it. They 
are coming up now with the old question of whether or net the fact that 
we have computers should be classified. That was the basis on which these 
things were classified, that we didn't want people to know that we were 
using mechanisms of computer machines. 
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DR. SINKOVt That point of view may have been valid at one time bub it 
certainly is not valid now. 

COL. CAMPBFLLj That was the basis of the classification of these papers. 

OH. SINKOVt That was the sole basis. 

COL. CAMPBELL* The fact that we even use mechanical computers was classified. 

DR. SINKOV: It is taken for granted now-a-days in any business that does 

more than $10,000 worth of business a year they are going to have some kind 
of automatic office equipment for statistical purposes. That means either 
IBM or Remington Rand and that fact is known. 

Mr. Friedman entered the meeting at 0845. 

COL. CAMPBELL: We have passed out the paper to everybody. Do you want to 
carry on from thsre% 

MR. FRIEDMAN: I would rather somebody else did. ' 

COL. CAMPBELL: I thought the best way to attack this was to go down the list 

starting with the highest classification and to proceed through the items and 
get agreement on them. You will notice that we have put notes on some of 
them. Is there anyone who objects to that procedure? 

> 31 . REYNOLDS: It is a good procedure 0 

COL. CAMPBELL: The first one is the Top Secret Codeword, Special Intelligence 

Product. I think that needs a little further amplification. Am I correct 
or not? 

DR. SINKOV: it is a question of .the term. The term R Spedal Intelligence" 

is the term that was used in the early editions of the BRUSA Agreement. 

That term has since been changed. We very seldom now talk about Special 
Intelligence. Now we talk about COM NT end product. I think it is just a 
matter of clarifying the term. I personally prefer COMINT end product. 

MR. FRIEDMAN: Crypto intelligence is in the BRUSA Agreement. I don't think 
it has been confirmed yet, has it? Legally speaking until that new agreement 
is ratified by the two Boards this is still the word. 

COL. CAMPBELL* You are talking about this paper. 



DR. SINKOV* This was discussed last March at the Planning Conference. 

COL. CAMPBELL* There has not been final action on those yet , on the papers 
coming out of the Planning Conference last spring. 

DR. SINKOVt This ie only for guidance. 

MR. FRIEDMAN* Put lft in parentheses. 
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Oil, SINKOV: Um words that our people are familiar with. "Special crypto” 
is a phrase we seldom use. 

-MR. FRIEDMAN: There are only a few people in the whole organization who 
know that. 

DR. SINKOV : There is one additional point about this that I think should be 
made. It isn't true that all COMINT end product, all Special Intelligence 
product is Top Secret. We have by agreement with the UK an arrangement 
whereby certain specially listed systems mutually agreed on can be down- 
graded to Secret, so that a blanket statement that COMINT end product is 
Top Secret Codeword is not by itself an accurate statement 6 

Ml. REYNOLDS: Aren't you a lot safer in wording it to arrive at some sort 
of guide here, to make a comment to the effect that COMINT end product, 
except as specified by agreement will be lower, but as a rule it will be 
Top Secret? 

COL. CAMPBELL: A piece of intelligence product would not be codeword if 
it did not reveal your source of information. 

DR. SINKOV: It is Special Intelligence in the meaning of those words as 
defined in the BRUSA Agresount, in the-COMINT end product. 

COL. CAMPBELL: Would "COMINT end product" be the better words to use here? 

DR. SINKOV: I think so. Not all CQMXKT end product is Top Secret Codeword, 

MR. FRIEDMAN: As to Special Intelligence product that is Top Secret Code- 
word. That according to the current agreement is the top most level of 
COMINT product, 

DR. SINKOV: The agreement includes the fact that the two centers can and 
do by regular agreement maintain a list of specially selected systems. 

lit. FRIEDMAN: Are you sure that one is ratified? 

DR. SINKOV: We bring the list up to date every month. 

MR. FRIEDMAN: Then this has to be changed. 

DR. SINKOV: Along the lines that you have all indicated what I think we 
are required to say is: COMOT end product, except such as by mutual agree- 

ment with GCHQ is Secret Codeword* is Top Secret. It is all Top Secret 
unless it has been specially listed and by mutual agreement we have agreed 
that it will be Secret. 

COL. CAMPBELL: When we get down under Secret Codeword we try to identify 
those areas. 

DR. SINKOV: Special lists are kept of those exceptions. 

COL. CAMPBELL: Where in NS A? 
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DR. SINKOV: In 06. 




FRIEDMAN: This subject Is one which would be of considerable interest 
to the Security Committee of USCXB. Did you ask Mr. Douglas about it? This 
thing that we are going to talk about on the whole first page would be of 
interest, would have to be examined by the Security Committee. 

OR. SINKOV: Appendix B of the UK/DS Agreement deals with many COMINT subjects. 

COL. CAMPBELL: We are going to submit this paper to USCIB. The Director has 
agreed on that. 

No. 2? 

IB. SINKOV: No. 2 is much too broad a statement, to sty that all crypt analytic 

and other processes peculiar to the production of Special Intelligence are 
Top Secret Codeword. Making a frequency count on the number of letters in 
a message is a ciypt ana lytic process which is peculiar to the production of 
COMINT. We can read about that in the magazine section of the Sunday news- 
paper. 

COL. CAMPBELL: When you say cxyptanalytic you might be talking about 

revealing the success or progress of the process. You are taking out 
"processing", aren't you ? 

DR. SINKOV: We fright be talking about the process itself. There are many 
processes which by themselves do not justify a high classification or for 
that matter don't justiiy any classification. I agree that if it indicates 
success, certainly it is Top Secret Codeword, but the statement is much too 
broad. 

COL. CAHHiELLi You want to take a, off entirely and add "which indicates 
success" to Nbo 2 0 Progress might not necessarily be cryptana lytic. It 
might not necessarily be Top Secret Codeword. 

MR. FRIEDMAN: I would quarrel with the grammar: Cxyptanalytic and other 

processes peculiar to the production of Special Intelligence which reveal 
success. That doesn't make too much sense. 

DR. SINKOV: The point has been made. I an not sure whether this is the 
exact wording for the sentence. Should we take up the editorial phases 
at this time or just the classification? I an not sure that ws need this in 
the first place. 

Ml. FRIEDMAN: We might as well finish the thing here and now. 

DR. SINKOV: A eryptanalytie process which is indicative of specific success 

requires the classification of Top Secret Codeword. 

MR. CALLIMAHOS: Specific success. 

MR. FRIEDMAN: You will have to put that in. 
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COL* CAMPBELL* How about crypto systems used by other nations? 

MR, FRIEDMAN* What we are trying to do is to cover eases where let us say 
Lower Slovenia uses PLATFAIR and we are successful in handling the thing* 

Zt may be that every day the thing changes , so that the information in itself 
is not highly classified but the fact that Lower Slovenia is using PLATFAIR 
and we are solving it would be what we want to protect, 

DR. SINKOVt This in a sense is a general guide to the people in the matter 
of classification* What we are trying to do is to give them some guidance 
to answer questions* Reference to crypbanalytic processes requires Top 
Secret Codeword classification* 

COL* CAMPBELL* This is a combination of yours. 

DR. SINKOVi We have to rely on peoples ’ judgment . In stating guides we are 
not going to be able to spell out every consideration we have to introduce* 
These are the main principles. I think the' essential principle is that 
any cryptanalytlc process which permits us to solve communications of 
other nations must be classified Top Secret. 

MR. FRIEDMAN: You are going backward again. Maybe we ought to have a copy 
of the BRDSA Agreement and look at the definitions they give there because 
they talk about high grade, low grade, etc. That is what we will have to 
use in here* 

Here we have Category III. It is that COMINT for which the protection of 
source or content is the overriding consideration and which must, therefore, 
be given the highest degree of security protection* In general, it will 
includes Crypt Intelligence except that specifically included in other 
Categories, Special Weather Intelligence, Traffic Intelligence involving 
call-signs or massage headings encrypted in codes or ciphers of high 
security gradings as specified and mutually agreed by USCIB and LS1B, and 
other Traffic Intelligence as specified and mutually agreed by USCIB and 
LSIB. 

DR* SINKOVs We have the problem of reading Slovenian PLAYTEX. It permits 
the downgrading to Secret Codeword of those low grade systems which are 
used tactically and those whieh are operational in character* In order to 
avoid the problems incident upon us, you list Top Secret Codeword informa- 
tion in the forward area. That is what the special list is all about* It 
takes care of the low grade systems, PLAYFAIR and all of those* 

COL. CAMPBELL: Row about the training aspects of these things? 

DR. SINKCV* To txy to spell out the second point in such a way that it will 
be perfectly dear what you mean is going to be extremely difficult* The 
whole problem is so broad. You have cryptanalytlc processes which are 

apolicable to the method of solution* By virtue of the fact that they 
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are very widely known, they can’t be classified very high on their own 
merits Q 

MB. REYNOLDS* What we have to include in here I think ie what the Director 
has said we should protect and that is what we are able to read and how we 
are able to read it. 

COL. CAMPBELL* That is what 1 got from Mr. Friedman’s remarks. The system 
itself is not so important as the fact that we are able to take foreign 
communications in that system and read them from day to day. That la what 
he is trying to protect. 

DR. StNKOVx What we are trying to protect is ths way we can read them and 
how we can read them. That isn’t an oveivsimplification. Suppose we ore 
now talking about one of the techniques along the line. This technique 
by itself might be scot thing very elementary. You would have to realise 
that we don’t always talk about things in complete form. 

KR. REYNOLDS i There is the fact that you are able to read a particular 
system. 

OB. SINKOVt You are discussing eryptanalytie processes. 

COL. CAMPBELL* Could ws qualify Mb. 2 by adding to it* Crypt analytic 
processes which will enable us to read certain foreign systems? However, 
the teaching of that process by itself without connecting it to intelligence 
would bear a lower classification. That is what you are trying to do. You 
want to be able to teach some of the stuff at mu ch lower level than you would 
if you turn around and use the same system with intelligence tacked on to it. 

DR. SINKOV* Let me focus on the point of view that you are bringing to it. 

I look at this guide that we are drawing up as a document which the people 
throughout the Agency will have available to them. We might be writing 
about how we made a digraph or frequency distribution to enable us to 
solve soma important systems. All we might be writing about would be the 
digraphs and frequency distribution. Then we pick up the guide and it 
says that eryptanalytie and other processes peculiar to the production of 
Special Intelligence have to be Top Secret Codeword. Then we use that guide 
and proceed to classify the description of how to make the digraph or 
frequency distribution Top Secret Codeword. That is not right. 

That classification is entirely inappropriate for the particular item. The 
basic principle of classification is that a piece of paper has to be classic 
fled on its own merits. The mere fact that this procedure happens to be 
used in connection with a eryptanalytie solution doesn’t affect the classi- 
f lotion . We might have other factors which we would have to take into 
account. 

COL. CAMPBELL* It might be Top Secret or even Top Secret Codeword depending 
on its specific application. 

DR. SINKOVt I have one comment from the people in 06 which says, "We 
oonsidor this much too broad and the question is incapable of b^ing spelled 
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out* That is ths very broad slew of it* Tou can sea what kind of concern 
they have* In talking about crypt analytic processes, you have to have 
some kind of a definition of when and why it needs to be Top Secret • 

MR. GROSSER! t How about adding: Which indicates success on a particular 
foreign system? Then everything else would be taken care of* 

COL. CAMPBELL* The technique in itself need not be Codeword* The technique 
could be Codeword or it could have its own specific application* 

SR. FRIEDMAN* What is wrong with that the book says now? Assign it to a 
OOMINT category* 

COL* CAMPBELL* Ho* 4 takes same of those up. Traffic Intelligence involving 
oall-signs or message headings encrypted in codes or ciphers of high security 
grading* 

DR* SINKOV: The way the book has it now, there is nothing wrong with the 
statement of principle with respect to classification of CCMINT end product* 
What we are trying to do here is to see it put in a brief eat of rules for 
the people throughout the Agency to guide them* Unfortunately this happens 
to be a subject that doesn't easily lend Itself to abbreviation* We could 
take the context of Appendix B. There wouldn't be any problem. 

MR. FRIEDMAN* 1 didn't read that. I am looking at it nows Assignment of 
COMINT to categories* In assigning CCMINT to a category, the following 
general criteria will be considered* The intelligence value of its contents 
the difficulty of solution or intercept to include* Sensitivity of techniques 
employed in solution and exploitation; Sensitivity of source of intercept; 
Interrelationships between cryptographic systems* 

DR. SINKOV* All those things come in to this, you see. 

VR. FRIEDMAN* In trying to abbreviate here we are getting ourselves into 
difficulty* 

COL. CAMPBELL* X think we are doing more than abbreviating. I think we are 
trying to elaborate on some of those things which are rather broad in them- 
selves* I thought we were trying to elaborate rather than to abbreviate. 

MR, FRIEDMAN* So far I don't find the elaboration* We migit do it ty way of 
footnotes* 

COL. CAMPBELL* We did that® These are the things that were submitted by 
other people, the things which were submitted in the past three months. We 
have added a few footnotes where we thought in itself It wasn't quits 
clear* I think the ones we are talking about came right out of FRCO. No* 2 
did. 

MR. DENSMCRE: We didn't submit anything like that* Our proposal was to 
consider the question of whether we were going to be able to come up with 
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any concrete guide lines, we wound up by saying we didn’t think we oould. 

OR, SINKCV; We in 06 have considered the i&ole subject of classification 
eo difficult that we has* talked about appointing within the office a 
special individual to handle it. 

MR, CALUMAHG6* Crypt analytic and other prooesses peculiar to the production 
of Special Intelligence. 

MR. DENSMORKi That is out of the Security Manual. Zt is not our information. 
WS used it as a point of reference upon which we made our consents. 

COt. CAMPBELL* What tin Security Manual has now is causing us more trouble 
than if we took it out. We would be better off most likely. What is wrong 
with the way you put it? 

DR, SI»OV: I think it oould be put in a form which might he satisfactory 
eo long as you stress the interrelationship between the crypt analytic 
processes in your discussion on OOMXNT successes. Failing that , if that 
interrelationship isn't indicated, then you have a very difficult problem 
of classification, 

MR. RKTNOLDSs Zt would not be codeword necessarily. Still it would have to 
fit the definition of classification which has been promulgated. Soon of it 
might well be unclassified. Some of it might be Confidential and some of it 
might be Top Secret. 

DR. SINKOVi There are general principles that we have to apply to everything 
we do. The point of this paper is that it is intended as a guide over and 
above the general guides for classification which is to assist the people in 
NSA in being able to determine when a piece of paper needs classification 
end what classification. 

DR. SINKCV* Z am ready to say that if we include the thought that the 
crypt analytic process that is being discussed must be discussed in connection 
with its product's success on foreign communications, then we are in the 
codeword field. Unless you insert that, it is very difficult. 

COL. CAMPBELL* Will you buy that, BUI? 

MR. FRIEDMAN* He, I am sorry. Z have been looking at this thing while be 
was talking. Z confess again that Z don't know why we need this. We are 
getting ourselves in hot water. People have been troubled by this thing 
for a long time. Every word in the thing has been carefully weighed. 1 
start right off with the very first paragraph. Special Intelligence product » 
Then Z find myself in hot water right off because it says here that it is 
Top Secret Codeword. Special Intelligence product, when we read that we find 
that there are two categories of COMINT which require codeword protection. 
What we are doing is attempting to duplicate what is in here. 
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PL 86-36/50 USC 3605 

let this stand as tbs authorized Holy Bibls and wherever we think we have 
to spell it out a little more in detail, we can. Let's say, for example, 
that if we adopt this, we don't need paragraph 1* We don't need paragraph 
2. As for paragraph 3,1 wonder about RUFRD standing alone. 

DR. SIHKCVt 1 would like to toss the thought in that crypt analytic short 
titles by these elves have to be Top Secret Codeword. 

HR. FRIEDMAN: It lays two or more. 

OR. SINKOF* The ole difference is in the level between ourselves and 
QGHQ. What is oodeword about FSDAW? 

COL. CAMPBELL* I can't buy that. I don't agree with this one either. 

Vtoen you add the words "two or more" , when you have more than one system 
and you mention short titles, this cans out of the book again. We said that 
it must mean when you have more than one and its association with a short 
title, when you take one thing by itself, it has no classification. When 
you are talking about the field activities, you talk about NS A, Europe, in 
the dear D When you say NSA, Far East, and MSA, Alaska, and you give the 
location, it has a classification because again we are showing the network. 
That is what we thought they meant here. The "two or more words" was added 
by me. These things here are not any one particular person's ideas. They 
are just what we have gathered up and we are throwing them in to you people 
to accept them or to knock them out. Nobody has any brief for any part that 
is in here. 

DR, SINKOVt We recommend. I am speaking for a number of people in 06 and 
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We 

recommend that an adequate classification for cryptanalytlc short titles 
is Secret. 



KR. CALLIHAHOS: That is the way it stands now. 

DR. 3INKOT* I think that is the present rule* 

00L. CAMPBELL: We will take it. Put that down as Secret. 



MR. DBNBMCREt How about the man at the working level? 

COL. CAMPBELL* The General has maintained that short titles should be un- 
classified. The purpose of short titles is to permit you to be able to 
talk freely about something. The person has to have knowledge of the short 
title's meaning to know what you are talking about. 

MR. CROSKEHT: We could have a oon soli dated listing or something like that. 

PR. CALLIMAHCS: RUFF doesn't mean anything. If you say that you are reading 
RDRD, that means something else. 



DR. SINKOFt The problem becomes involved in this sense. If you understand 
our system of cryptana lytic short titlss and you see a long list, then you 
sen begin to appreciate that we are going to have to distinguish between 
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1 Military. We can break down the| 

' distinct systems that we are hawing some success on. 
This might produce a very specific break, but it requires an understanding 
of a great deal about the sy s tem s . We have agreed in actual practice that 
Secret seems to provide all the protection you need. 

MR. CROSKERf: One or more. 

DR. SINKOV: Independently of. Where you have self-evident features > short 
titles with self-evident features, then I would rsoop mand that they be 
completely unclassified. Where you have there is no reason for 

classifying it unless you write down the meaning ox it. 



COL. CAMPBELL: You want then to put down that Cryptsnalytic short titles 
involving two or more is Secret? 



MR. DEN3M0RE: Unless you can produce definitions down at the working level, 

you are not going to do our people much good. 

DR. SINKOVi If we accept Appendix B as a guide for olassifloation or 
certain parts of it, we can make the necessary arrangements for dissemination 
of that. That is our thought • 

MR. FRIEDMAN: I don't know how one would classify extracts of this thing. 

Here is a Top Seoret Codeword document and we want to take out the definitions 
on categories and that infbrmation 0 Wouldn't that moan that this guide would 
be classified Top Seoret Codeword? 

DR. SINXOVt WS have to go back to the standard principle. The mere fact 
that you are extracting something from a document of a certain classification 
doesn't require that the extract be of the sans classification., It has to 
be laid on on its own merits. This doesn't call for as high a olassifloation 
as the original document. 

COL. CAMPBELL: That is one of the questions that the people have asked. 



MR. FRIEDMAN: X am just considering in ay own mind what I would classify 
an extract like that. If it is classified Secret, it would be much easier 
to use than if it is classified Top Seoret Codeword. What you want is a 
guide, something you can hand around. 

COL. CAMPBELL: Right. What you want to do is take the guide out of the 
BRUSA Agreement and elaborate on eons of the points Wiich ws are now 
bringing up. It could well be added to those parte. I would like to get 
your ideas on these things, what we will keep, what should be changed, and 
how we can add to them, to the over-all guide which BRUSA has laid down. 



MR. FRIEDMAN: Wherever 1 would select something to quote, I would omit 
any reference to USCXB or ISIfc and make this a Director, MSA, document. 



COL. CAMFBELLt If we do that, we can pick then out ae our own* We might 
rephrase them a bit so that they don't sound like a lift out of the document. 
That would protect thep 
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MR. FRIEDMAN t That is a good way of doing it. You will note that Category 
III COMINT comes first. That is at the level you would expect 0 

DR. SINKOYt In the early days in the drafting of this paper Category I was 
the highest. For some reason it got rearranged. 

MR. FRIEDMAN* I can tell you why it got rearrange d 0 Let's suppose it was 
the other way around. The highest level is Category I. The lowest level 
is Category III. If the fellow is indoctrinated for Category III only, he 
says, "This is Category III. There must be two higher ones." We wanted to 
disguise the fact that there were other categories. We turned it around. 

COL. CAMPBELL* He migxt say, "There must be more or %toy number it." 

MR. CROSKEKY* Seven is the highest Command and One is the lowest Command. 

DR. SIN KOV* At a later date we might get into even higher categories than 
we have now. If one was the highest, there wouldn't be room for a top one. 

00L. CAMPBELL* We have knocked out No. 3» Whatever we do here today will 
be re consolidated and sent to you for confirmation. We will attempt to do 
at that time what Mr. Friedman suggested, lift the things out of the BRU5A 
Agreement and tag on some of these things to them so that we nay all have 
amplification of the general rules. Right? We will endeavor to re con- 
solidate this and send it out to you again. We will send the thing back 
for concurrence. If there is no disagreement, then we won't have to meet 
again and maybe we could wind it up that way. I know that that is very 
optimistic. 

DR. SINKOVi Since w# are making such slow progress, I don't want you to 
think that we are just trying to be contentious about the matter. The 
whole subject is a very difficult one. Because there is considerable concern 
in different directions, this is not going to be easily esttled. 

COL. CAMPBELL* Hut is one of the reasons why I wanted to have some guide 
line so that it would help everyone to do some thinking. 

MR. CROSKEKY* It is not all-inclusive. 

COL. CAMPBELL* We got a request for orders the other day to send a man over- 
seas to N3A, Europe. It was classified Top Secret Codeword. There was no 
codeword in it. The end result of his visit , for the TOT ,will probably 
wind up in codeword. Tour people over there stuck the code word on it. 

DR. SINKGV: I would be the first person to say that there is a lot of 

over-cla* si f ic ati on a 

COL. CAMPBELL* I don't think they do it willy-nilly. They are doing the 
best they know how to do. If there is anything we can do to help them, 
that is what we ere trying to do. 





COL. CAMPBELL* Can you accept No. 4? 

MR. FRIEDMAN* Oh, sure. 

DR. SINKOVt The Appendix gives some appreciation of what we mean by codes, 
ciphers, or high security grading. Here the phrase doesn't tell the story o 
Appendix B goes into the description of what kinds of codes and ciphers are 

made. 

MB. FRIEDMAN* That was copied directly from here. 

DR. SINKOVt In a good many caees you are going to have to depend on the 
good sense and Judgment of the people who are putting the classification on 
these things. 

COL. CAMPBELL* WO could amplify "high security grading." Does that need 
amplification to understand what you mean by high security grading?. 

DR. SINKOVt it does, bub X am not sure we want to go into that. 

MR. FRIEDMAN* I was thinking about that being the place to add, after 
grading, a phrase something like this* As determined by ths Chief of 
Classification, Office of Production. If you put one person in who has 
ths authority to say, at least you will get some semblance of homogeneity 
about what is being done. If everybody has to use hie own Judgment, then 
you get all kinds of answers. 

MR. CALLIMAHOSt Everybody has to classify things in the name of their 
Chief. 

MR. CROSKEHI* It is Up to the originator. 

MR. FRIEDMAN* I was thinking about this particular thing. Who can better 
define or specify that a certain system is of a certain classification? 

DR. SINKOVt How about Just the opposite approach Just like the one we used 
on paragraph 1? Except for those which by specific examination have been 
given the lower classification, and these will have to be specifically 
indicated in a list someplace. 

MR. FRIEDMAN* They are all codes and ciphers. What is wrong with having 
somebody in 06 responsible for that particular? 

DR. SOKOV* We have already aeked Mr. Densmore, who is an authority on 
classification, to answer Just such questions. 

MR. CROSKEKIt There are so many people involved in the business. Many of 
them should be qualified to determine what the classification should be 
rather than Just one individual. 1 like ths Doctor 9 * reading of It. 

DR. SINKOVt Is not No. 4 im very large measure contained within paragraph 1? 






MR. CROSKHKT: On* la cryptanalysis and the other la traffic analysis. 

MR. FRIEDMAN: Why not lease It as it is? Are we basing a great deal of 
trouble with It now? 

COL. CAMPBELL: No, Z don't think so. 

MR. CALUMAHOS: Let's lease it. Traffic Intelligence insolsing oall-sigas 
will be in the Top Secret Codeword level unless specified otherwise in 
separate lists. Then our people won't be in ignorance. Zf they don't know 
Aether it is Top Secret Codeword, then they can go to the list. 

DR. SINKOV: Just put an addition on No. 4 without any (hangs of phrasing. 

We ore talking about the fact that any exceptions would be listed separately, 
except those which are specifically listed as Top Secret. 

MR. FRIEDMAN: To what does the word "those" refer? 

DR. SINKOV: Except those codes or ciphers which are specifically listed as 
Secret Codeword. 

00L. CAMPBELL: No. 5 reads: Traffic Intelligence involving such combination 

("fusion") of separate Traffic Intelligence or other Secret Codeword sources 
as produces information whose value is so great that security of content 
becomes the overriding consideration. • 

DR. SINK07: The reading out of Appendix B is highly acceptable. 

. Kft. FRIEDMAN: Yes. 

COL. CAMPBELL: No. 6. 

DR. SINKOV: It seems to as that this plain language itself is classified 
Top Secret Codeword. That is really a contradiction. It doesn't begin to 
receive any higier classification than that until we have done something 
to it. We have to have it analysed and evaluated. 

MR. FRIEDMAN: That is treated in this document. Does anybody know the 
reference right off? 

MR. GROSSER!: It isn't the actual plain text itself. It is the information. 

COL. CAMPBELL: The process could result in Top Secret evaluation. It is 
not Top Secret Codeword. 

DR. SINKOV: The reason for Codeword is this. Let us say that we have 
Russian Plain Text. We frequently oome upon proforma abbreviations and 
other items of information, special technical terms whose meanings and 
identifications are to be made available as a result of COMINT. 

MR. CALUMAHOS: We have the fusion of Plain Text and CCHINT. 
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MR. FRIEDMAN t This business of Russian Plain Text being rated Top Secret 
Codeword has arisen from the fac t that pretty nearly ell the information 
we have about) |coaes from that® It is in there somewhere, 

This wasn't lirted out. 

DR. SINK 07* The statement needs some modification. We might have some 
kinds of raw traffic which are not Russian which in some instances don“t 
get a classification of higher than Confidential. We have plain text on 



COL. CAMPBELL* We have plain text in Category II. 

DR. 5INK0V* Russian Plain Text is all evaluated. In analyzed fora it is 
classified Top Secret. The majority of it is. 

If there are no other considerations^ rthink I must poi nt out that the wording 
here needs modification. Plain text which is passed on| land is 

of such high intelligence value or sensitivity as to require assignment to 
this classification, that is not correct. It is the Top Secret Codeword 



intelligence that is derived from the study and analysis 
MR. FRIEDMAN : Tea, I think that is correct. 



Here where it talks about Category III in paragraph 4„d< 



of it. 



it says*/ 





paragraph 5.b.(2) below. That is 
COL. CAMPBELL* That is added in 6*a„ 



ich is established under sub- 
ff erect. 



Fit. FRIEDMAN* It scene to os that Category III is what we have in here. 

Why wasn't it lifted out intact? 

COL. CAMPBELL* We could take &o off and add it right to the paragraph. 

MR. FRIEDMAN* Plain-text which is passed or i l and is of such 

high intelligence value or sensitivity as to require assignment to this 
Category. 

EH. SINKCV* Combine 6. end 6. a. into one statement . 

MR. FRIEDMAN* How about paragraph 7? That is a lift out of here too. 

DR. S1NK0V* The revelation of success against, unusual, sensitive or complex 
transmission procedures. If we are able to demodulate a nunber of high 
frequency transmissions that is Top Secret Codeword. I don't think so<> 

That is a communications engineering problem, a straight communications 
engineering problem. 

MR, CROSKERYt It saye "unusual and sensitive." 
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MR. FRIEDMAN* Mjr quarrel is not with us but with the people who wrote it. 

DR. SINKOV t Unusual, sensitive or complex transmission. Sensitive or 
complex, how do we define that? X would be very happy if you said "and". 

MR. REXNOIDSt Tou can°t touch that. 

COL. CAMPBELL* That is going to be hard to live with. 

DR. SINKOV* Transmission procedures, I would interpret that to mean that 
we have successfully intercepted what has been transmitted. That is very 
seldom deserving of Top Secret Codeword classification. When we are just 
able to intercept and analyse the signal, that very seldom is as high as 
Ssereto 

MR. FRIEDMAN* X think they are thinking of complicated in answer to pro- 
cedures. 



DR. SINKOV* In normal procedural handling. 



EO 3.3(h)(2) 
(b)(3)-50 USC 3507 



MR. CALLIMAHOS* Could it be successful traffic analysis? 

MR. FRIEDMAN* I suppose so. 

DR. SINKOV* There is no problem about the first half of the sentence. Those 
have the highest priority. Ihe second part is the peculiar part. If we 
could rephrase the second half to include what I have gLven, then in effect 
W4» mean successful intercept of a complex transmission. That is not even a 
cryptographic problem, a cryptologic problem. 

MR. FRIEDMAN* We either have to live with it and say nothing or we could 
make a recommendation to the Director that he refer this to the Board and 
the Board discuss it with LSIB with a view to modifying it. 

DR. SINKOV* We would be putting the staff into the tougi position of failing 
to appreciate what the right answer is. Suppose ws talk of intercepting a 
Lower Slobovian facsimile transmission? 

MR. REYNOLDS: It might be Top Secret. There is nothing about it that comes 
in the codeword category. I doubt if that would be Top Secret. 

MR. FRIEDMAN* What is the classification that we give to information from 
the demultiplex, the most complicated one, the 9-channel? 

DR. SINKOV* I am not sure that it has any Classification. I think what we 
are doing now on the demultiplex doesn°t have any classification because it 
isn 8 t a cryptologic problem in any sense. It is a straight engineering problem. 
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MR. FRIEDMAN: There 1 b nothing we can do about it here. W® have to live 
with ita EO 3.3(h)(2) 

MR. CALLIMAH03: It could be referred. PL 86-36/50 USC 3605 

MR. FRIEDMAN: Refer it to the Security Coomit tea of USCIB and let then 
struggle with it. How about paragraph 8? 

INI. SINKOVt Let 8 a back up just a moment. I wasn’t quite dear. I don’t 
know what the phrase at the end of paragraph 6 "designated by a separate 
codeword" means. I don’t believe we have any such thing as a separate 
codeword in this connection. 



MR. FRIEDMAN: That isn’t quite what this qastM* Russian plain-text of tills 

sort shall be assigned to the sub -category 



which is established under eub- paragraph 5.b.(2) below. Paragraph 5.b,(2) 
says: | 



What was done here was to condense the thing. 



DR. SINXCVt If we keep the phrase, one might make the decision that informa- 
tion which isn’t designated by a separate codeword doesn’t coma under the 
general heading. There are other special codewords which apply to Rusoian 
plain-text. 



MR. FRIEDMAN: There is another thing that you have to call attention to 
and which they haven’t done. 

DR. SINKOV: 1 aa pleased that somebody was going to do something about it 0 
The only special codeword that I know of is the one that we apply to 
Weather. 



COL. CAMFBELL: If it is in the Top Secret category, there might be another 
codeword for it. 

MR. FRIEDMAN: There is a possibility of having such a thing. 

COLo CAMFBELL: On the question of designating it by a separate codeword, 

we could explore that and find out what the status is. We will put a 
question mark after "separate codeword" and look into it to find out what 
it is. 

Next is Special Weather Intelligence. This is paragraph S 0 
Next is plain Top Secret without the code word. 

DR. SINKOV: The detailed mission of a COMINT organization could possibly be 

codeword depending on what is said 0 

COL. CAMPBELL: We have a note that this requires clarification and elabora- 

tion. 
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OR. SINKOV: You will use the method that we have already established? If 
we read all the messages which Lower Slobovia sends in, that it Codeword. 



MR. CALLIMAHCSi It still might not be all-inclusive < 
lines. The ASA Manual is at the Secret level. 



You have broad out- 



COL. CAMPBELL: What about COMINT organization? 
MR. CROSKERT r It is Top Secret Codeword. 



OR. SINKCY j What do we mean by COMINT organization? Suppose it is just a 
small D/F team or an intercept team whose mission consists solely of taking 
bearings on intercept? That is not a COMINT organization. Who is to provide 
clarification and elaboration? 

COL. CAMFBELL: We are. 

OR. SINKOVi We will pass on to Point No. 2. 

COL. CAMFBELLt We will arrange for elaboration. You broight out, somebody 
brought out, about small intercept stations. If we are writing the mission 
or an operations order for a small station, does that automatically carry 
with It the Top Secret classification? 



MR. CROSKERT: I wouldn 5 t be surprised that it would 
the detailed mission. 



if you get down into 



COL. CAMPBELL: Most of them have, 
orders are at least Top Seeret. 



If I remember correctly all the operations 



breduets being Seeret 



MR. CALLIMAHCSi How is that compatible with the| 

Codeword? If the detailed mission itself is Top Seeret , its success would 
be Secret Codeword. Maybe we should say: Detailed mission of each major 
CCMINT organization. 



MR. REYNOLDS! We might have a small outfit working on something that is a . 
lot more important. 

DR. SINKOVi I don't know the answer to No. 1. Whenever we write down, the 
mission of a COMINT organization, we would use all the rest of the principles 
in this guide for classification. 



00L. CAMPBELL! Take for example when you write down the mission of FROD or 
pub out the functional organizational Chart that shows your Brands or your 
Divisions and all their functions, you people have raised the question of 
classification on that chart. That is a COMINT organization. That is the 
COMINT end of NSA. 



MR. FRIEDMAN: Why don't we put ini The Detailed mission of a major COMItfT 
organization? 
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DR. SIHKOTt Providing tbs mitsion doss not include Codeword information. 

MR. CROSKERT: Take Berlin for instance. The radio station than* was con- 
sidered as of very high classification at one tine. 

COL. CAMPBELL! It still is, isn't it? 

DR* 3IKC** I don’t know that It is operating right now. 

MR. FRIEDMAN: There sight he a footnote to the effect that at the tine they 
agreed to grade the mission of a snail C CSC IT unit as high as Top Secret 
depending upon its sensitivity. 

MR. REYNOLDS: First of all you have to deterslna Wiat the mission is. After 
you determine what the mission is, then you detsrmlne the class! float Ion. 

CQLo CAMPBELL! Detailed mission of a major C CHI NT organisation. Take out 
the ibotnote. We might sayx To sons minor segment, or to a supporting unit 
which might have especially high sensitivity or an important mission. 

DR. SINKOV: The minute you describe the mission and include codeword 

information however that has been written out, you get into the codeword 
classification , All of the teams are going to have to use this as a golds. 

COL. CAMPBELL! If the detailed mission should contain any material that is 
properly classified Top Secret Codeword, that classification shall be used 
for the mission as a whole. 

We should make a very general statement at the beginning that these are 
guide rules and that they should be used as such and not be taken as the 
over-riding authority , that on the text and material furnished they will 
have to determine whether or not it takas that classification or a higher 
onto 

MR. REYNOLDS: My concern in that is the fact that there are certain words 
which in themselves are subject to interpretation. What do we mean by 
"da tailed”? When is it detailed and then isn't it? When is It major and 
when isn't it major? Everyone knows that we must have guidance as to what 
constitutes a CtKINT organization and what doesn't constitute a CCKtNT 
organization. 

DR. SINKOV: The only people who use the guide are those people who have 
authority to classify papers. That automatically puts them in something 
of a key position. If by that time they don't know what a COMINF organisa- 
tion is, they are in a bad way. 

MR. CROSKERY: When we have to spell out the phrases and clauses, we get 
into that all the time. We have to leave some initiative to the individual. 
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m. SIMKOV* Why can't it be a statement of general principle? We are going 
to have to require people utilising these principles to use oosaton sense 
and judgment as well as well as applying the basic principles of classifica- 
tion, 

0QL, CAMPBELL* If we mean just what the dictionary definition of it is, 
early in this paper there will have to be an over-all written decision on 
whether or not the fact that we are in the ceranunications business or in 
the cipher business is classified. In other words , if the statenent cans 
out that NBA was in the COMINT business and established for that purpose, 
then when you go on from there you get into trouble if you add that you 
are in it for the purpose of intercepting and breaking oodet of foreign 
countries. Ton begin to rales the classification rigit away, 

MR. FRIEDMAN t Sure. 

00L. CAMPBELL* When we said "detailed” hers ws meant detailing exactly how 
we go about it and what we are trying to accomplish, what our purpose is. 
The statement that NSA was in the CCMINT business and located at a certain 
place and was furnished with so many people, I don't think that would take 
the Top Secret classification in ay opinion. 

DR. SINK OV* WO have never promulgated in any form information ae to *d*o 
within the Agency is authorized to determine what classification a thing 
gets. How low down in echelon may we go? 

COL. CAMPBELL* The document should be associated with the people who should 
use these principles. That should bo ths presable of the dbeuim£b, That 
starts it out generally I would think. We are required fay the Executive 
Order to do that very thing, to appoint certain people who are authorised 
to place a classification upon the paper. That la something which we have 
never done, 

DR. SINKOV* We have an indication that the general principle is in that 
direction today, 

MR. FRIEDMAN* I think we just have to live with certain words, that ws 
can't spell them out. I know what is troubling you. It looks like you are 
running into difficulty there. There is no other way that 1 know of. Say 

that it is in the mission of the COMINT organization and Leave it up to 
the good judgment of the fellow who Is going to have to operate under this 
guide, 

DR. SINKOV* It only cooes bask to that point, 

MR. RET MOLDS* The General says to get one model and to come up with your 
brilliant ideas in the future. Tea, I can sss confusion in NSA and in the 
Cryptologic Services and a mie understanding of the term. COMINT itself it 
one which is used in many different interpretations • I have here a paper 
put out fay ASA on 19 January, It is most confusing. 
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DR. SXNKD7: Even after w* get all the principle* laid dots*, we get into 
the problem in 06 of having this* or four people at the top aosb level 
wondering what the classification ia. There might be two or three different 
answers. 

CGL a CAMPBELL} Are we too high on that? 

MR. REMOLDS: I think not at all. The only thought 1 had in mind was that 
the general statement might lead to confusion 0 1 realise that you can°t 
devise a system that will totally eliminate the confusion. 

00L. CAMPBELL: We are consistent with present regulations which establish 
NBA end ASA and give the mission. 

HI. CR03KERX: It doesn't glue the detailed mission. It doesn't go into 
detail about it. 

00L. CAMPBELL: Tou Would say then that this was the broad mission of each 
COMINT unit. Tou won't agree with Top Secret? 

MAJ. CARSON: The broad mission of ASA is unclassified. 

MR. CALLIMAHOSt Not the broad mission. When Marshall was in offloe h* 
published Reg. 10-125. That has been upgraded. 

MAJ, CARSON: I withdraw. 

MR. CALLIMAHOSt Col. Campbell has asked that all copies of this be destroyed. 

COL, CAMPBELL: Tou can always downgrade mud* easier than you can upgrade. 

If you have already given certain information cut and it is unclassified, 
how oan you upgrade it later? 

MR. CROSKERTt still the damage has been done, but that is no reason why ws 
should contribute to something like that. 

COL. CAMPBELL: Tou would up it on the basis of associating the broad OONXNT 
function with the specific activity or organisation by name. 

MR. CRCSKERT: There is question about the na&So 

MR. FRIEDMAN: Over and ever again X am not too happy with tha words "major 

OOMINT organization.” Let's take the detailed mission of PROD. It is 
spelled out in the SOP of the Agency. What is the classification? 

COL. CAMPBELL: Top Secret. When you say "detailed", you are ta lking about 
the organisation manual. That has to be Top Secret o 

MR. FRIEDMAN: Why shouldn't it read: Detailed mission of a OOMINT agency or 

a major component thereof? 

MR. REMOLDS : What about the Branches of one Division? 
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COL, CAMPBELL t If you take the Russian Section out by itself and give its 
detailed mission. Bill says that it is Top Seeret. If you take out the 
Processing Branch of Feeney's outfit and give its mission, which doesn°t 
have anything to do at all with codeword, you could spell out Feeney's 
operations without revealing anything at all practically? In fact you 
could word that so it would be Confidential and maybe even Unclassified,, 

MR, REYNOLDS! Doesn't it depend on what the mission is as to its classifica- 
tion? 



DR. SINKOV: That is the basic point. 

COL. CAMPBELL! In the Security Division, which is considered a major com- 
ponent, you could pub your job in the clear if you worded it right. 1m „ 
you could. If you mentioned your rum , I will admit that you might have to 
Glossily it. 

MR. FRIEDMAN! Hew about the fact that we are running certain kinds of 
gadgetry? 

COL. CAMPBELL! You mean ths polygraph? 

MR, REYNOLDS: We have told Senators that ws use it* Wo don't ptfclish it? 

COL. CAMPBELL! As long as you say that you don't demand that everybody use 
it, he doesn't say that* There again it is a play on words* I ceiild write 
up P/P's work sheets, their job descriptions and put them in the blear 
practically. 

MR. REYNOLDS! Ths detailed mission of each COMIN'" organisation or major 
component thereof may not necessarily. ••• 

COL. CAMPBELL! Maybe we ought to say "detailed mission" and spell out our 
GOMINT function, ftt ' SfoBl$;yo M tshy tfeat , Bill? The detailed mission of a 
OOKENr function, of a major COMINT aotivity is*.,* 

MR. REYNOLDS: If you put that in there, 1 will buy it. 

MR. FRIEDMAN! You don't want to classify ths COMSEC activity. You want to 
say detailed mission of a COMINT agency or a major component thereof. 

COL. CAMPBELL: Which reveals COMINT functions is, which reveals information 
p * r taining to.... We are adding more confusion. I think It is dear if 
we put "major" in there. 

MR. CROSKERY : Delete the part that we added before, 

r <\ a yf 

HR. REYNOLDS: Strike it altogether* 

COL. CAMPBELL: PROD has raised the question on their charts primarily* 

Their charts giving just the names of their outfits, they have put at 
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Secret. They raised the question whether Secret w as adequate or even too 
high. They have raised the question within PROD themselves. Their organi- 
sation chart* show nothing except down to Division level, if X remember 
rightly. They have raised the question whether Secret is the proper classi- 
fication,, 

MR. RsmoiDSt When you are preparing a paper which reveals the detailed 
mission of a COMINT organisation, don’t you determine the classification 
of that by Just deciding what the detailed mission la? Then you go back to 
the bade guides for classification and pub the proper classification on it. 

If we can set forth the detailed mission and then go bade to the guide, 
you can say what definition fits it— Secret or Top Secret. 

MR. DENSMCRE: That answers the problem. 

COL. CAMPBELL* If they follow the remaining rules, they will be able to 
classify that Top Secret. 

X will try to read the rest of the Secret section. 

Let’s leave No. 1 and go on to So. 2. Then we can come back to 1„ We will 
sea if the rest will answer 1 if we left ii out. 

Mil. REYNOLDS i In the final preparation of this dooumsnt X would like to 
suggest that particularly on the Top Secret and Confidential sections, we 
set forth the classification guides as promulgated by the Secretary of 

Defease. 

DR. SIMXOVx There are dear guide lines laid down on the basis of which we 
would be expected to give examples from our own activity. 

COL. CAMPBELL* That would be in Executive Order 10501. That would be the 
main guide line with further implementation and association of certain facta 
with MSA and Him activities. Right? 

MR. RETJIOIDSt The guide lines set down by the Executive Order art too broad. 

COL. CAMPBELL* Do you want to leave 1 out for the time being? we will take 

2 then. The thing ie vague and doesn't satisfy any purpose. 

* 

DR. SINKOVt X have a note from 70 that it is too vagus and should be omitted. 

COL. CAMPBELL* If you follow the detailed instructions, that will normally 
take its proper classification. 

MR. FRIEDMAN* Right. 

COL. CAMPBELL* We have added something there that might be con fusing o 
DR. SINKOVt Strike it. 

COL. CAMPBELL* No. 2 goes out. 

No. 3* X don’t think we can do anything with it. 
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IB. SINKOV* The intent as it now reads is very clear. What you want to 
distinguish between is the fact that UK/US collaboration is Secret and 
UK/Canada, UK/Australia is Top Secret,, It might be better it it were 
spelled out* It is also trite that we are already discussing the idea, 
and I think it is true, that we will downgrade collaboration with Canada 
and collaboration with Australia to Secret* 

COL. CAMFBEILt The British are the ones. 

OR. SHOOT* Theothers were made Top Secret as a consequence. We have agreed 
with the UK to downgrade collaboration with then to Secret* Ther#t&&* taw 
are not yet downgraded. 

MR* CROSKERT* US/Australia collaboration is downgraded to Secret* 

DR. SHOOT* The US proposed the change at the Melbourne Tripartite Con- 
ference* We think that collaboration- should be classified Secret* The UK 
and Australia hairs nut answered that question. 

MR. FRIEDMAN* What about collaboration of the UK/US in COMSEC matters? 

OR. SINKOV* Even before we go to COMSEC, we think the wording in paragraph 3 
is perhaps a little strong. Would you say the exchange of raw traffic is 
Secrete 

MR* KETNOLDS* Raw traffic determines the classification. 

DR. SINKOV* It depends upon the extent of collaboration* Some aspects of 
collaboration by themselves might not warrant a very high classif icat ion. 

MR. FRIEDMAN* Is the classification because of the fact that we exchange 



DR. SINKOV* It is Top Secret between the US and Canada. The Canadians up- 
graded it. The general principle will be that any time you talk about 
collaboration with the UK it is Seoret. Collaboration with Canada and 
Australia is Top Secret* 

NR. CROSKERT* Thie should ba spalled out then, collaboration between the 
US, Australia, and Canada then. 

MR. RETNOLDS* Could you explain to ms the basis of the high claesifi cation? 

MR. FRIEDMAN* Collaboration in wartime is obvious* The emphasis hers is on 
peacetime apparently* I suppose the general feeling ie that crypt analytic 
work in itself is highly secret. Collaboration in peacetime with foreign 
governments is the most secret of all. 

DR. SINKOV* If you follow the basic JCS principle which defines Top Secret 
as information the disclosure of which would cause grave damage to security 
information, I am quite sure you can justify calling collaboration with 
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Canada Top Secret. The loss of that information causes grave damage to the 
nation. It is Top Secret for such information , the disclosure of which 
will cause grave damage. However, j think we will with time get it down- 
graded to Secret since peacetime collaboration with the British Commonwealth 
is considered Secret. It will take a while to get that. 

Strike "any" cut of 3. The classification of collaboration with the OK is 
Top Secreto 

MR. CROSKERXi Xt has been down lower than that for some time. 

COL. CAMPBELL! No. 4? 

MR. FRIEDMAN i la that correct? I could use that information this afternoon. 

VR, CROSKERTt In the Combined Cryptographic Panel m deal with the British 
on certain Top Secret informations 

COL. CAMPBELL! That is what most of their papers come out in. Xt depends on 
what they reveal. 

MR. CROSKERTt Canadian/OS JCEC. 

COL. CAMPBELL! It is practically in the dear. I think it Bhould be con- 
sidered unclassified for all purposes. 

MR. FRIEDMANt Xt is a curious thing. 

Mr. Friedman spoke off the re cord 0 

COL. CAMPBELL! On most of the papers the highest they can go usually on over- 
all classification, until we get down to telling them what we are giving them, 
is Confidential. 

No. 4. 

DR. SINKOV: It contains 12 unnscessazy words. 

COL. CAMPBELL! If we follow the guide lines, ws don't need 4. 

No. 5 

DR. SINKOV i We have such interesting things as the fact that the Pearl Harbor 
investigation was spilled all over the newspapers. The cryptanalysis of those 
Systems, that is no longer considered Top Seoret. In the second place X am 
not quite sure that we mean by the phrase "highest". 

COL. CAMPBELL! Systems of high grads. That is not my wording. X bow out to 
you cryptanalysts on that. 

J!R. CROSKERTt vfo are getting into the detailed part of it again, the fact 
that we have done such a thing. 
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OR* SIlKCVi *f it it cryptanalysis of the highest grade systems and if that 
cryptanalysis as such has not been disclosed, that information at we know 
it then it Top Secret Codeword. If on the other hand, it it unclassified 
beoause we have talked about the success against Japanese oonmunications 
In investigations like the Pearl Harbor investigation, we continue to call 
It Top Secret. 

COL. CAMPBELL* That oaae out of the BRU5A Agreement. 

MR. FRIEDMAN: What do we do about the reference to CCMINT in minor police 
motions like the Korean menace? 

DR. SINKOV: Secret Codeword throw* ut into another contradiction. There 
might be things we put on the Secret Codeword list that would be disseminated 
to the front lines without having the problem of Top Secret Codeword. 

MR. FRIEDMAN: This tactical OOMINF is quite important o 

COL. CAMPBELL: It was put into the last Security Manual which is one part 
of it. During the war it provides for references leading to interference 
with the specific systems involved. 

MR. CROSKERT; There is a similar paragraph under Secret 0 

COL. CAMPBELL: That is low grade. The first one refers to Pearl Harbor. 

Mr. Friedman spoke off the reoord 0 

COL. CAMPBEILi That is from Ada. Wenger ’a paper of 1547. That is a quote 
right out of the papers of his, that and that other one. 

MR. FRIEDMAN: It is about tins to change that. 

MR. CR03KEKY: Put 5 and 7 and maybe this ont together. Take 5 on page 4. 
Pull all the No. 5* together. 

MR. FRIEDMAN: You are talking of some low grade military cryptographic 
system used before World War II and you call it Secret. Yet you can bqjr it* 

MR. DER3MCRE: How many people need to use the information on our business? 

DR. SINKOV: How many people need guidance? Shouldn't the guidance be 
realistio? How many people are ever going to write about reference to 
cryptographic subjects? 

COL. CAMPBELL: That is the guy right there. 

DR. SINKOV: That is something which probably wouldn't apply to a very large 
number of people* 

MR. REYNOLDS t I have a problem in the &'<no way on publications that come 
to ay attention in determining whether or not they should be classified. 
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DR. SINKO? : You would refer that? 



MR, FRIEDMAN i Who is the person setting up a division for giving relief, 
aid, end succor to N5A personnel who have to spend eons tine in a Government 
Penitentiary for violating the law? Z learned yesterday that the Technical 
Manual 11-380 which deals with keying arrangements for converting Idle M-209, 
which was published years ego, ten years age, as a Restricted Manual is now 
Confidential • I was looking through cry books at hone and in ay literary 
collect ion I found the 11-380, Z don't have any throe-tunhler safes at 
hone to put that in. Zt is classifies! Confidential todey* Bare Z am 
harboring a Confidential document In isj hone whieh if Mr, McCarthy finds 
out about . I am sure going to spend sene tine in Jell. Will somebody bring 
me cookies? 

MS. REYNOLDS: We can mate arrangements to bring you cookies and tsa, 
providing that Z go with you, 

COL. CAMPBELL: 1 don't knew that we neetd to worry if he goes right from here 
to thfcre. 

f' 

MR. FRIEDMAN i I an worried about this, there must be several score 
documents in the Restricted category that Z tevb had at hone, 

DR. SINKCY : Suppose ae a result that a pisioe of paper is now Confidential 
which previously was Restricted? Copies c«f it Which dated to the period 
when it was in the Restricted classification in effect must be changed to 
the Confidential classification. 

r 

COL. CAMPBELL: *ihat is the only trouble with 10501. It should never have 
changed the classification of any document «. From 15 December on there is no 
Restricted material- Other material that Mas been classified ae such still 
is treated as classified. They should never have tried to go bade and make 
the thing retroactive, 

MR. CROSKEKY: We all have Vises things to determine. 

COL. CAM PBS LL: The easy way out when you change something is don't go bade 
and change the old system all the way bade. That is what they did. The 
directive says that unless a document has beat upgraded it ie Unclassified, 
The Executive Order says that they will all be declassified. It put the 
responsibility on the originator to notify everybody that the thing has bean 
upgraded, in my opinion. 

MR. CALLZMAHQS: The earlier 380 had been superseded by the last one which is 

now in effect. It says that all previous copies have been destroyed. 



MR. CROSKERTt The AFSAG says the same thing, 

CCS., CAMPBELL: The test would be whether he had the "need to know." 

MR. FRIEDMAN: , I bought it, 

CG L, CAMPBELL: Did someone have the right to sell it to you? 

m. FRIEDMAN: The thing came out with the M-209. I wanted the M-209. I 
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didn’t Kant to steal Government property. X bided my time until it came 
out on some surplus sales market. 

COL. CAMFBELLs The Executive Order is weak on that point. It declassifies 
everything unless action was taken by the originator to upgrade it. 

MR. FRIEDMAN t The action has been taken. 

The Signal Corps is operating in Confidential. 

MR. BETHQLDS: They have to prove it meets the definition of Confidential set 
forth In Executive Order 10501. 



MR. FRIEDMAN: There is another ticklish question. X was asked by letter 
bar the Editor of the American Cryptogram Association to reply to an article. 
1 wanted to turn them down gently * but it occurred to me that they could re- 
publish the article. I dug up the name from the ASA Review. The document 
itself was classified Restricted but the article Was markka at the top 
Unclassifiedo Mow the article was in two parts. The first part wae taken 
from the original which was published in the Journal of American Literature. 
Part 2 was published in the Siena! Corps Bulletin! ” 



When they lifted it out of the Signal Corne Bulletin and put it in the ASA 
Review they should not have put down tine laseif led at the top of the articl 
Zt was classified Restricted. Now then the Editor of the /American 
Journal can use that without violating the law as I see 1 
it to him. 
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COL. CAMPBELL: We are getting off on Bill’s problems. 

MR. FRIEDMAN: If anybody wanted to get me* they could* and X don’t take 
chances like that. 



Something has to be done to 5. 

00L. CAMPBELL: What do you propose? 

MR. FRIEDMAN: There is no time limit for safeguarding COHXN? as defined 
herein. It Is of the utmost importance that complete and absolute silence 
be maintained by those who have ever been indoctrinated in it at may time. 
When matters referring to CCKINT are broadcast or published by the proper 
people or those in authority, it doean 8 t free other persons who are or ever 
have bean indoctrinated for CCHINT from their continuing obligation to main- 
tain eilenoe. 



COL. CAMPBELL: On that basis if something was made unclassified and at the 
time that you were indoctrinated it was treated as classified* you wouldn’t 
even talk about it. I don’t think they meant that. 

DR. SINKOV: Let's let Mr. Calllmahos write it. 



MR. CALLIMAHOS: X don’t mind writing 7« 
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OQL. CAMPBELL* No. 5 and 7. On page 4 No. 5 again creeps in. Six creeps in 
there— 4, 5, and 6. lou will take care of 5 and 7 under Top Secret and 4, 

5 > add 6 under Secret. No. 6 we skipped. 

OR. SINKCV: The law says that Codeword by itself, without srgr indication of 
vhat it means or that you do with it, if I m correct, that is Top Secret. 

MR. CALLIMAHCSi The Army safeguards the diessnination of Special Intelli- 
gence, It is Codeword for Special Intelligence and Top Secret Codeword. 

When it cones to Codeword, if you write it and leave it on your calendar 
at night , you can be picked up for a violation. This is one that is not well 
known among Agency people. 

COL. CAMPBELL! 1 can*t agree with you mare* 

HR. DEN3MCRE* In the !&«y they always left it out. 

MR. CALLIMAHOS * Tou can be gigged for the word. 

MR. FRIEDMAN* That is the rule. 

MR. REYNOLDS* It would simplify things terrifically. What are the chances of 
getting a modification of that thing? 

DR. SINKOVj We ought to try. 

COL* CAMPBELL* The Codeword requires a classification when it stands by 
itself. 

i MR. FRIEDMAN* That is that it says now. The codeword when used as such la 

codeword. When it designates Category III and II COMINT and sub^categoriee 
r which are established within these categories it will bear the Top Secret 

classification. According to the category, these code words and their 
implications shall not be made known to non-indoctrinated personnel, nor 
shall the code word be used in the codeword sense in the presence of non- 
* indoctrinated persons. The code word when used ae such shall bear the Top 

; Secret classification. 

t. COL. CAMPBELL* I say that i have certain codeword reports down on my desk 

: which I would like you to see. I have used it in that sense. Therefore, 

i I should not - even make that statsmsit you with someone in the room whan 

X don't know and if I don't know whether he is cleared. 

MR. REYNOLDS* You mentioned only the document with the code word on it. 

COL. CAMPBELL* Your people won't let me leave Codeword paper out. 

MR. CROSKERYt How about the printed paper over in PROD with nothing on it? 






DR. SINKCVt If it is associated closely with Top Secret, it indicates that 
there is some connection even though to my mind it is no more in need of 
protection than the meaning of the words Top Secret 0 

COL. CAMPBELL: For example, we received a skin from one of the outfits that 
said, "Tour Top Secret Codeword paper was forwarded under such and such a date 
to so and so. n It had nothing to do with the material that was in the paper. 
He had classified the thing Top Secret because of the fact that they had 
used Top Secret Codeword. He gave no information, but his paper was classi- 
fied Top Secret because he had, as I understand the definition in its meaning, 
not the dictionary meaning, associated it with the definition os sot forth 
in the BRUSA Agreement which has a special connection. He would havo to 
write on that Top Secret Codeword paper such and such is forwarded. 

DR. SINKOV: If he left out the specific codeword 0 

MR. CROSKERY: If he identified it by serial number. 

COL. CAMPBELL: It should still have Top Secret Codeword on top of it. 

MR. RET MOLDS: Not according to this. 

MR. FRIEDMAN: It carries the classification. 

QOL. CAMPBELL: You can't divulge the word to anyone else. The paper here 
says that you will not reveal it to other than those who are indoctrinated 6 

MR. CALLIMAHOS : I think we should keep them and let them bo knowno 

DR. SINKOV: That has been proposed more than once. It seeds to me that if 
we could agree on a set of oode words and let them remain indefinitely, it 
would save us a lot of headaches. I think we ought to have & general 
classification and change the phrase Top Secret eveiy so often. 

COL. CAMPBELL: I read PROD* a Garments on Codeword. Reference Was made to 

a proposal such as for Top Secret Codeword. 

When reference is made to a phrase such as Top Secret Codeword and it is 
otherwise unclassified, should the document be classified Top Secret Code - 
word, Top Secret, or is some other lower classification peraitted? 

What is the procedure for classifying material that contains a combination 
of classified information such as Secret Codeword and plain Top Secret? 

Does or does not that require Top Secret Codeword? 

Does the presence of an individual page among several pages within a document 
of Codeword material necessitate the application of a Codeword to all pages 
or only the page required? 




Is nob undue emphasis being placed upon the cover sheet heaving the legend 
that the material contained therein is of Codeword level? 

Should not some requirement be established that the notation of the existence 
of Codeword material be included on the cover and the first three or four 
pages of any given document? 

This came out of POOD and there ie to my mind quite a bit of confusion within 
PBOD as to what is proper* 

OR. SINKOVt A lot of his questions are kind of long-winded* Re goea into 
several different things* 

COL* CAMPBELL: The information in this paper was Secret Codeword, but there 
wae some additional information that had to do with COMINT that raised the 
classification to Top Secret* This thing is A very email and innocuous 
statement but I will run over it* It is evident that it is not dear in a 
lot of peoples' minds* 

MR* CROSKEKT: They might have to classify individually every paragraph in a 
particular document, 

Ml* CALLIMAHOSt It is classified Top Secret in the original* It says Top 
Secret Codeword* 

COL. CAMPBELL: The instructions should not carry the Codeword* It is 

nothing mart* or less than an indication of the transmission channels. If 
I 8 end a Top Secret doc meat to someone, I can send it in double wrapped and 
labelled inside Top Secret* The Top Secret Control Officer can open it and 
he may or may not be indoctrinated. Mien ha opens it up, he can see that 
it is Top Saoret Codeword and say, "What do I do with it?" You aren't 
supposed to see it. You send something through the wrong channels* It 
should have gone in COMINT channels, I don't mean to imply that the Codeword 
is only a transmission indicator. I didn't mean that* 

It also protects the channels , the indication of the channels* Bill read 
that you may not reveal the word in its codeword sense to un-indoctrlnated 
people. The letter will reveal it in this sense to some degree* 

MR. FRIEDMAN: let's take the case of a paper where you use Top Secret Code* 

word. Just a plain sheet of paper if found on the street, What inference 
would you draw? 

DR, SINKOV: That it is sons kind of subordinate associated classification, 
MRl REYNOLDS* It would be no more significant than if it were Top Secret. 

Ml. CROSKERF: It would be used in N5A 0 

COL, CAMPBELL: I don't have that on it. It is Top Secret Codeword, 
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MR. REYNOLDS: It means that the particular piece of paper or form was 
printed by NSA. X would like to aee it changedo 

COLo CAMPBELL! We must live up to the spirit of this. If this means the 
use of the word in a letter, the classification of the paper must bs Top 
Secret Codeword. Is that correct? 



MR. CALLIMAHGSi You then reveal the existence of oodev.ord to anyone who 
is un-indoctrinated. 

COL. CAMPBFLLi It should be kept In COMINT charms Is only. I think that 
would prohibit the mailing of the document. 

DR. SINKOVi I propose that we get up and stretch our legs for a few 
minutes. 



MR. FRIEDMAN* I am going to have to leave soon. 



The meeting recessed at 1100 for ten minutes. 

DR. SINKOV! I would like to finish the section wo are on. 

MR. CRCBKERY: What did we do about 6? 

MR. REYNOLDS! I don't see vhat you can do except to keep it with the situation 
that exists. 



MR. DENSMCREt The code word by itself out of context is Codeword? 

MR. REYNOLDS; Yea, I am afraid as of now it is. We should do something, if 
we can, to get the wheels started and to get something which is more 
realistic. Just because the Prohibition Law was unpopular was no reason 
for keeping it. 

i 

COL. CAMPBELL* The code word out of context is applicable to Special Weather 
Intelligence. I think we should aim for Unclassified. 



DR. SINKOVt The code word no matter how it is wed has to bo classified. 



MR. REYNOLDS! It goes back to the wording of the BRUSA Agreement. We can 

interpret that to moan 0 ... 

* 

COL. CAMPBELL: We are stuck for the present. Mien we submit this to USGXB, 
we should ask for specific clarification of that point. Right? 

MR. REYNOLDS! And recoamend that consideration be given to making code words 
unclassified. 



COL. CAMPBELL! When used out of context o 



I®. CALLIMAHQS : You get no indication of the moaning of a COMIMT code word. 
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COL. CAMPBELL: It might be & Top Secret Codeword paper pertaining to 

Special Intelligence derived from whatever system it might be* Tou have 
got then what your definition of the word is. 

I®. REYNOLDS 1 Then it is no longer a code word. 

00 L. CAMPBELL: Tou hate tied the code word to some moaning. 

MR. RET MOLDS i Other than in the dictionary sense 0 

LSI. SIHXOV: The piece of paper is Top Secret Codeword and oontaias Top 
Secret Codeword information. Then we can discuss from that piece of paper 
probably what the code word means. 

MR. REYNOLDS: If we have a place of paper carrying the Top Secret Codew* vxl 

and we forget that it is required to be kept from certain people 3 that is 
the danger. 

DR. SI MOV: That ia all you mean, 

MR. REYNOLDS: You could identify that piece of paper as coming from 
Communications . 

DR. SINKOVt However, I submit to you that most of the time it isn't 
necessary. You want to appreciate that it is COMINT became COMINT is 
usually of such a type that just by reading it you can guess that it cane 
from Communications. You see the point that 1 am raising. 

There are exceptions. Generally speaking COMINT Is a special kind of 
intelligence. If you have an item of COMINT set down, you can normally tell 
that it can® from some kind of communications. Therefore, I don't eee the 
serious danger that might result in the case of a person having determined 
let's say that this is a particular code word. Then he cones upon a paper 
which has Top Secret Codeword and it has the information on it. He has to 
go back to some other place to find out What that means on a piece of paper. 

Col. Campbell read the pcs* t ion of the ERUSA Agreement having to do with code 
words. 

COL. CAMPBELL: 

1 read that to mean maybe not what you just thought. If I see the code word 
fey Itself, it doean-t carry the classlficsbion,, but if I use the code word 
and there is implicat iofw- whether it says so or not-»it cannot be made known 
to an un-indoctrinated person. 

MR. OENSMCRE: It is implied right there in and out of context. 

DR. SINKCV: We have used Appendix B, as I said earlier this morning, as our 
guide because this has not been clear, 

COL. CAMPBELL: We should ask for CLariflcation. 
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DR. SINKOV i Can we use this interpretation to accomplish what we are after? 

COL* CAMPBELL t We are going to present it to U3CIB for approval* The tt 01d 
Kan” agreed that he couldn't set (town classification without the over-all 
approval of USCIB, which would in itself pot it on other Services, don't you 
eee? 

NR. CROSKEHY: The Navy must be going by some rule or regulation or inter- 
pretation. 

HR* REYNOLDS! If you use the oode word in its codeword sense* 

MR. DENSMGKEt Am given under Category III or II COMINT. 

COL* CAMPBELL! If I call you up tomorrow and say that I have got a Top 
Secret Codeword paper that we discussed yesterday and that I will send it to 
you, if I say that ever the blade line, it is a violation* 

MR, CROSKERYt You would hare to read the originator's mind there* 

COL. CAMPBELL! This is not approved in final form* It is a good point to 
raise with USCIB. We will have to live with it until it is clarified* 

MR. DENSMCRE: In or out of context* 

MR. REYNOLDS! As long as we are pointing in the right direction,* ••• 

COL. CAMPBELL! Let's live up to it until we get clarification* 

DR. SINKOV: I think we are at a good stopping place. Can we agree now as to 
an appropriate time for the next meeting? 

COL. CAMPBELL! Say a week from today, Friday at 0$30* 

DR. SINKOV! Fine* 

COL. CAMPBELL! He have a nuofcer of corrections which have come through C/SEC, 
additions that they have to get in, plus the usage. 

DR. SINKOV! I want to state as a general observation that the problems we are 
confronted with in this Agency most often are problems of over-classification* 
I am personally convinced that even more errors are made in ovar- classifying 
papers than in under-classifying them. 

MR* REYNOLDS! From the Security point of view if yo; only had ons piece of 
paper to protect ,you could do a fine Job* Where you have 2,000 of them to 
protect, you can°t protect them as well* If we could reduoe them to a 
minimum, I think we oould do a better Job of protecting them* 
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DR. SINK07* I have designated myself a coamitts# of one over at AH 3 to 
regularly gig the people for over-«lassificatlon» Bverjr so often 1 will 
hold up a piece of paper to soaebody and say, "Look at this thing and look 
whafc it is classified.” 1 looked at & a receipt juat yesterday. It was 
nothing but a blue receipt for a docuaant. The receipt said nothing, but. 

It ms classified Confidential. There wasn’t any excuse for it at all. We 
"Look, why is this thing classified?" Then we begin to have disregard 
for anything coming out from that fellow with a classification. 

QOL* CAMPBELL* X an getting a lot of material out of your place asking for 
travel requests and it is codeword. They are pore and simple travel requests 
that talk about the mission in general* You use these words as a part of 
your dally vocabulary. 

DR. SINKOV* If everybody is somebody* then no one is anybody 0 

COL. CAMPBELL* I think we have made some progress on it. 1 think it is 
something we need. At least X as convinced of it. X hope you fellows are 
going to take a little time to corns up with something. Wa are going to get 
a difference of opinion. Soma day we ought to be able to get to the point 
where we can lay down rules which will be all-inclusive. Since we can’t 
define everything , we are going to have to leave it to somebody's good 
judgment. If we can dear up some of the areas with the people, we have 
accomplished a lot. 

MR. REYNOLDS : Step 1 is this. Step 2 will be the revision. 

COL. CAMPBELL* There is one thing X would like all of you to think about 
before we come back next time. That is the association of the National 
Security Agency in the CCHINT field and in the COMSEC field* generally 
speaking, not in detail at all. Can we put out anything that says that we 
are in the COMINT business, in this business of making codes and cipher# 

We have always told them they osn't put that in writing. 

MR. REYNOLDS* Here is a problan that has come to me. You may not have heard 
of it. Omaha is having a conference on student guidance, getting high school 
seniors and college freshmen and gliding their studies along certain lines to 
make a career. They are going to have various industries attending that 
conference set up booths. The people who interview the high school seniors 
are the placement officers. They will have pictures and diagrams which would 
be of value in helping sell their program. 

PHIS wants to set up a booth shewing the various Jobe that we have here, 
pictures of the new site. Whan it cornea right down to it, I don B t think it 
* is classified, but I think it is pretty poor practice. The questions that 
are as kid wsuld focus national attention on the operations over in Virginia. 

COL. CAMPBELL* How are you going to attract new blood into the organization* 
if you don’t do it through that method? How is SHOD going to obtain 
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an&ysts? Hew is C/SEC going to obtain people? How is R/b going to 
obtain people? 

MR, HEINOLDS: By going out and talking to them* 

BE* CR08RERT: There should be discreet handling of the information. 

OOL'o CAMPBELL* Not on an international basis, 

MR. BET MOLDS: They would have reporters out there with ceoeras. 

GOL. CAMPBELL* Let *s bear down on the recruiters. Hate than go out and 
tell them wo are interested in traffic analysis people who have a maths-* 
matics background. That is the primary thing that we can tell them to say 
about the Jobs. They can’t go into a lot of detail of what we read and 
how much we do with it. You have to give them some idea. We have always 
told the recruiters that at no time could they put that in writing. Xt is 
a question of hour far we can go in telling people what business we are in. 
The General has made the statement that we can say that we are in the 
COMIfir business. In fact he doss it himself. 

DR. SlfKOV: Most of the people get by by Just saying that they are 
connected with communications. Xt is matter of what the purpose is of the 
information that is being disclosed. If you are setting up a charge 
account downtown or dealing in matters of that sort, you might say that 
yettr official activity is with the Department of Defense in coramuaicationo 
work. 

COL. CAMPBELL: Communi cations involves making codes and all that. 

MR. REYNOLDS: Isn’t it a question of people using the utmost discretion? 

Xt is up to us to realize the significance of certain disclosures. As far 
as those people are concerned, if you let the bare down completely for one, 
you have to do it for all. You can°t let down the bars for one particular 
group. You have to let them down all across the board. Soma jfiy might get 
drunk and start bragging, n X am a Mg shot. I oaa read Russian. 1 * 

COL. ’ CAMPBELL* There is one other question in connection with languages. 
That will come out to you and you can figure on that one too, the fact that 
we give courses in Russians. Training is bothered with the problem of 
classification of their language courses , knowing how much they can tell. 

DR. SINKOT: The classification of training in languages is Unclassified, 

COL. CAMPBELL: If you msfe into the fact that you are training in Russian 

for the purpose of translating intercept material, that is conn thing 
different again. If X say that we are gping. to train ten people in tits 
Russian language next year, that is different. It is Just that we want 
to train them, 

MR. REYNOLDS: Xt is much more serious to indicate that we are training 
people to read languages of friendly foreign countries 0 
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COL. CAMPBELL* If you need people to translate at one of the centers, it 
le Just hew much you say and what words you use again. lou are bound to 
hare to classify it on context, on hew much you reveal. 

DR. SINKOVt We have got to ask ourselves, "Hov much information is in this 
paper or what will the statement give away? n When we answer that question, 
we are prepared to say what the classification ought to bs. That is the 
hig problem with regard to what we are doing now. Wo are trying in a reiy 
general sort of way to say wtoat the classification of a piece of paper ought 
to be. Very seldom can you have such simple rules. The person has got to 
use hia good Judgment in looking at the paper. Once he answers the question, 
then it has such and such a classification. 

The meeting adjourned at 1130. 
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